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Wekad) daE]Fe 710l trainingd dolg ZE& ulgo g gl2~E dolgoA ujg4 dolgZ Zroluit},

vl %pﬁq 54 F shtbt 525 43 4n % WEQD 43 AR olgste] Wik Y WAl Ei Ay
) B 7 S e AbEstel mgd BES BAw

o] BAH(104)0]49] 71A 85 A7 (103)o] 4= SVM, Random Forest, Bayesian Network %< 7]4|

[>
T
[>
o ©
0%
E
Ll

o BAR(0DeIA ] A S5e B Y mut Asvze] 44 GER Y BES TR
D e L LR EEERE R T R DR E L

o2 ol A AEHE Activedt Inactive class® WFAL v AN &%E Abnormal classE ZbE

W

(1) Inactive: AH&AZF 7H3 Enbd QIA®IAE ARESHA] ob= AEl. ESIEU Facebook's 3 719 o] =] 7le]
Aol Waglesox Ay F

(2) Active: AR&AZF 7Hd Bubd QIZHAE AREstaL gl . 9438, A &

(3) Abnormal: WA o]Zelle]do] s2star = . AEHezs s wrte sAY 54 =l A
S T *oEHi gejd.

N A4 HolE+= AR viEE dAHIFE = malware 52 &8 =8 7153,

okl vk QlxE ko] Y bed o ZERIOMESS dAAVE vl wEs vt ste Al 5 HREE



[0118]

[0119]

[0120]

[0121]

[0122]

[0123]

[0124]
[0125]
[0126]
[0127]
[0128]

[0129]

[0130]

[0131]

[0132]

[0133]

[0134]

[0135]

[0136]

[0137]

[0138]

[0139]

[0140]

SE531 10-1320386

AASE L) HelElE Sg A% Edold Heles s Ang wgor A4 $AE FER s Hx
E delgz TRt

= 717 g5 AZ(103) o419 Edlold tlojEle] dR-E HolFE Foltt,

t

Edold doleE 10709] 4 mutel gueyE fagor UG © AR 2 by mukd gue
Bl v 9w gvkn A4 @ gEe getech.

ool %5 HRBE dimension 189! vectorZ WENA FH i o]& 7|4 8t Nz (103)0] parsing & F YE=
ARFFE}= dlolE] EWl& ARE-Shr}.

ARFF (Attribute-Relation File Format)i wekaolA A= J&ES =3 wo] AlL¥e= A3 #dA4E A
w3l gd¥xulo|ty,

eF oS3 g5y,
@RELATION ®lo]E]7} ojuw gt #AE YEfN L JYEAE RAFE do]H9 title ot}.

flo

ARFF 7]

@ATTRIBUTEE Z} entitygte] oW ABE Vel E=XE HojFr}.
@DATA o] FHE&= Edold dlo]gr} Al
ZF el 1859k ojw Jhd 2utd g el =3 3E AWE e,

dE Eo] @DATAY FH=L 1.0.0.19 20124 1€ 269 9% 54 2089 AR E4=S 1.0.0.29 20124 1
4 269 QF 5A] 2089 HIAHRE e

Eo wtgolae] Jl meld ol A3 dH= 1 BEeke] BAIGE 94 $2E 4 #1742, flow F°, bytes
%, port B3O R HEA1% byte ¥, port 80°0.% E A% byte™, port 44302 B3k & well-known port=
A, Uex] xER FA #F5o WEYA ¥ FR 9 Process A4 314, running process F,

context switch 9=, system cpu A&, user cpu ARE-, mapped memory®, active memory®F, anonymous memory
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x96

@RELATION nids_hids

@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE

@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE

@ATTRIBUTE

hosts REAL
pkts REAL
flows REAL
bytes REAL
p53 REAL
p80 REAL
p443 REAL
p1024 REAL
pOthers REAL

proc_c REAL
proc_r REAL
con_s REAL
cpu_s REAL
cpu_u REAL
mapped REAL
active REAL

anonymous REAL

free REAL

status {inactive, active, abnormal}

2,46,4,15892,0,15892,0,0,0,33,21,389,6,52,44740,124572,90640,672576,active
2,19,3,4239,0,4239,0,0,0,31,21,649,9,88,44740,125052,91152,672196,active
5,65,8,19473,901,15002,3570,0,0,30,21,19,4,36,43592,123936,90040,674568,active
2,19,3,4339,0,4339,0,0,0,30,22,367,3,93,44976,117336,87232,679736,active
2,18,3,4155,0,4155,0,0,0,32,21,19,0,0,43920,200944,84780,565180, inactive
2,36,4,10703,0,10703,0,0,0,43,23,122,5,74,45240,127260,95148,669852,active
1,17,2,4088,0,4088,0,0,0,30,21,19,0,0,43956,200624,84408,565676,inactive
2,48,4,16863,0,16863,0,0,0,29,21,19,0,0,43956,200216,84056,565924,inactive
3,41,3,16563,364,16199,0,0,0,32,22,303,3,94,47248,116772,86800,60100,active
1,17,2,4089,0,4089,0,0,0,31,21,19,0,0,43956,200776,84568,565428, inactive
2,42,4,15207,0,15207,0,0,0,31,22,320,7,89,44936,117552,87496,679496 ,active

97

1

M 192,168,122 .81
M 192.168,122.41
M 192.168,122.221
[ 192.168.122.143
M 192.168,122.105

18:40 19,00 19,20 19:40 20;00 20:20 20:40 21:00 21;20

M 192.168,122.61
M 192.168,122.41
M 192.168.122.221
[ 192,168,122 ,143
M 192.168,122.185

"18:48  19:08 19:20 1546 20:08 20:20 20:48 21:60 21:20
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18:40 19;00 19:20 19:40 20:00 20:20 20:40 21:00 21:20

M 192.168.122 .81
W 192,168,122 .41
M 192.168,122.221
[ 192.168,122.143
M 192.168.122.1085

18:40 19:00 19:20 1940 20000 20:20 20040 21000 21:20

W 192 .168,122.81
W 192 168,122 .41
W 192 158,122.221
[ 192.168.122.143
W 192 168,122.105

EY
>
20:40 20:50 21:00 21:10 21:20 21:30
@ Inactive
B Active
B Abnormal

EH]12

S E Hoj T 5t o] A2 — S1200

A& M H (context) 2l 7| Al BH& S 35104
hak oI AR A(VI: Virtual Instance) @l — S1210

| el S EAl — 51220
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EHI3
CPU(%) Memory(KB) Processes
CPU Usage(User) Free memory CPU Usage

CPU Usage(System)

Active Memory

Number of Thread

Inactive memory

Memory Usage

Anonymous pages

Context Switches

Mapped pages

Non-voluntarily
Context Switches

Network 0s RX Bytes
3G TX Packets Running processes TX Bytes
3G TX Bytes Context switches

3G RX Packets Process Created

3G RX Bytes Process Blocked

WiFi TX Packets

WiFi TX Bytes
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